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Sophos Snapshot 
• Founded 1985 in Abingdon, UK 

• $450+ million in FY15 billings 

• Solid cash EBITDA margin (20%+) and 
strong cash conversion 

• 2,400 employees 

• Over 200,000 customers 

• 100+ million users 

• 90%+ best in class renewal rates 

• 15,000+ channel partners 

• SophosLabs:  one of world's leading 
threat research laboratories  

• “Channel first” go to market model 

• Key OEM Partners: Cisco, IBM, Juniper, 
Citrix, Lenovo, Rackspace 

• History of organic and acquired growth Sophos HQ, Abingdon, UK 
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The ONLY Vendor Ranked as a Leader in 
Endpoint, UTM and Encryption 

PRESENT in 1 of these 
Gartner Magic Quadrants 

LEADER in 1 of these 
Gartner Magic Quadrants 

LEADER in 2 of these 
Gartner Magic Quadrants 

LEADER in all 3 of these  
Gartner Magic Quadrants 

Notes: 
1. Figures refer to fiscal year 2015. Fiscal year-end March 31 
2. In February 2015, FrontRange and Lumension announced they would merge and form HEAT Software, backed by Clearlake Capital Group 

Endpoint, UTM and Encryption Represent [73]% of Sophos Billings (1) 

(2) 

http://www.google.com.ph/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://www.marketwired.com/press-release/wave-systems-begins-shipping-its-management-software-with-samsung-electronics-tpm-security-nasdaq-wavx-1881862.htm&ei=AZ73VKv7LoK4mAW_-YHIDQ&psig=AFQjCNHq5-kpHKaejRtmM3YDifg_zZ8hnA&ust=1425600385848482
http://www.google.com.ph/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://www.housing.org.uk/member-services/current-subscribers/centertools/&ei=aJ_3VKOVHKXFmwW8zYGACw&psig=AFQjCNHSowOG0I1XYVnu89KiG5Y19s4dfA&ust=1425600744548138
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Security industry 2D view 
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4D 

INCREASED ATTACK 
SOPHISTICATION 

GROWING RISK  
AWARENESS 

VANISHED  
PERIMETER 

EXPANDING  
ATTACK SURFACE 

Security dimensions 
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It’s time for a security 
revolution 
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Generations of security 

Point Products 

Anti-virus 

IPS 

Firewall 

Sandbox 

Layers 

Bundles 

Suites 

UTM 

EMM 

Synchronized Security 

Security 
Heartbeat™ 
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Comprehensive protection  
• Prevent Malware 
• Detect Compromises 
• Remediate Threats 
• Investigate Issues  
• Encrypt Data 

MAC 

ANDROID 

WINDOWS 

iOS 

CORPORATE 
DATA 

WINDOWS 
PHONE 

LINUX 

Synchronized Security 
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Integration at a different level 

Synchronized Security Alternative 

• System-level intelligence 
• Automated correlation 
• Faster decision-making 
• Accelerated Threat Discovery 
• Automated Incident Response 
• Simple unified management 

• Resource intensive 
• Manual correlation 
• Dependent upon human analysis 
• Manual Threat/Incident response 
• Extra products 
• Endpoint/Network unaware of 

each other 

Management 

Enduser Network 

SIEM 

Endpoint 
Mgmt 

NW Mgmt 

Endpoint Network 
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Security Heartbeat 

Green 
Endpoints have full access to internal applications and 
data as well as internet 

Yellow 
Affected endpoints can be isolated from 
internal/sensitive applications and data while 
maintaining access to internet 

Red 
Affected endpoints are isolated from the network and have 
no access to internal systems or external internet 

SOPHOS LABS 

Sophos Cloud 

Next Gen  
Network Security 

Next Gen  
Enduser Security 

heartbeat 

Defaults and customization 
There are no default policies based on health status so 
admins can customize responses as needed.  We are 
developing a best practices guide to assist customers in 
recommended policy setup. 
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How it works 
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System Initialization 

Registration 
NGEP & NGFW register with Sophos Cloud which sends 
certificate/sec info to both 

Connection 
Endpoints initiate connection to the trusted Firewall 

Validation 
Firewall and Endpoints check sec info sent to them by Cloud 
to verify they are valid 

SOPHOS LABS 

Sophos Cloud 

Next Gen  
Network Security 

Next Gen  
Enduser Security 

heartbeat 

Support of multiple locations 
Endpoints can establish connection to Firewalls  
at any customer’s location as the Sophos Cloud registry 
can be shared among all Galileo-enabled Firewalls 
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Accelerated Threat Discovery 

Security Heartbeat 
A few bytes of information are shared every 15 
seconds from Endpoint to Network 

Events 
Upon discovery, security information like Malware, 
PUA is shared between Endpoints and Network  

Health 
Endpoint sends Red, Yellow, Green health status to 
Network 

SOPHOS LABS 

Sophos Cloud 

Next Gen  
Network Security 

Next Gen  
Enduser Security 

heartbeat 

VPN support 
Galileo supports endpoints connected within the local 
network as well as those connected via VPN as long as  
they are connecting to the Firewall. 
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Synchronized 
Security 2015 
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SOPHOS SYSTEM 
PROTECTOR 

Sophos Cloud 

Next Generation Threat Detection 

heartbeat 

SOPHOS FIREWALL 
OPERATING SYSTEM 

Application 
Tracking 

Threat 
Engine 

Application 
Control 

Reputation 

Emulator 
HIPS/ 

Runtime 
Protection 

Device 
Control 

Malicious 
Traffic  

Detection 

Web  
Protection 

IoC 
Collector 

Live 
Protection 

Security 
Heartbeat™ 

Web 
Filtering 

Intrusion 
Prevention 

System 
Routing 

Email 
Security 

Security 
Heartbeat™ 

Selective 
Sandbox 

Application 
Control 

Data Loss 
Prevention 

ATP 
Detection 

Proxy 

Threat 
Engine 

Isolate subnet and WAN access 

Block/remove malware 

Identify & clean other infected systems 

User | System | File 

Compromise 

Firewall 
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Synchronized 
Security 2016 
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SOPHOS SYSTEM 
PROTECTOR 

Sophos Cloud 

Improved Threat Detection 

heartbeat 

SOPHOS FIREWALL 
OPERATING SYSTEM 

Application 
Tracking 

Threat 
Engine 

Application 
Control 

Reputation 

Emulator 
HIPS/ 

Runtime 
Protection 

Device 
Control 

Malicious 
Traffic  

Detection 

Web  
Protection 

IoC 
Collector 

Live 
Protection 

Security 
Heartbeat™ 

Web 
Filtering 

Intrusion 
Prevention 

System 
Routing 

Email 
Security 

Security 
Heartbeat™ 

Selective 
Sandbox 

Application 
Control 

Data Loss 
Prevention 

ATP 
Detection 

Proxy 

Threat 
Engine 

Lockdown local network access 
Remove file encryption keys 
Terminate/remove malware 
Identify & clean other infected 
systems 

User | System | File 

Compromise 

Firewall 
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Your path to 
Synchronized 
Security 
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Already using Sophos 

* Cloud Endpoint requires Sophos Cloud Endpoint Protection Advanced or Sophos Cloud Enduser Protection subscriptions 
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Conclusion 
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Unique balance between Endpoint and Network 

45,1%  

6,3%  

89,2%  

100,0%  100,0%  100,0%  100,0%  

54,9%  

100,0%  
93,7%  

100,0%  100,0%  100,0%  

10,8%  

100,0%  

ENDPOINT NETWORK 

https://www.sophos.com/en-us.aspx
http://www.google.co.uk/url?url=http://www.analystratings.net/stocks/NASDAQ/PANW/&rct=j&frm=1&q=&esrc=s&sa=U&ei=naQlVa_4BMS5sQGf34CIBw&ved=0CB4Q9QEwBA&sig2=Xr_sg--ZUvC10xKnWgoXIQ&usg=AFQjCNHXwbafVCBAU5UhmTV1hVFqCLSTNg
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