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Things you should know about DDoS attacks

It’s never been easier to launch a DDoS attack. $5:6100sK _For $5/hr anyone can

launch a DDoS attack an
DDoS for Hire cause $100sK in damage

DDoS attacks increasing in size, frequency and
complexity. 00Gbps

1 ..DDoS attack size
..||I|I increasing '

DDoS attacks are used as smoke screens

diversion during advanced threat campaigns. 74% ...involved DDOS
as a diversion?

Of the Top 3 causes of unplanned outages,
DDoS attacks are the most costly to an f' ..experienced
organization. N multi-vectored
attacks'
78% ...Increase in
iy demand for DDoS

Protection services!
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DDoS background

What is a DDoS “ Distributed Denial Of Service” attack?

An attempt to consume finite resources, exploit weaknesses in software design or
iImplementations, or exploit lack of infrastructure.

An attempt to make an online service unavailable by overwhelming it with traffic from
multiple sources.

DDoS attacks effect availability! No Availability, no applications/services/data/internet!
NO revenuel

Attacks are almost always distributed for more significant effect.
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DDoS Growth continues
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Source: Arbor Networks, Inc.

Largest attack reported in 2015 was 500 Gbps with other respondents reporting attacks of 450 Gbps, 425
Gbps, and 337 Gbps.

Another five respondents reported 200+ Gbps attacks.
Nearly one quarter of respondents report peak attacks over 100Gbps.
Over half of data center respondents saw attacks that completely saturated their Internet connectivity.
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DDoS as an Evolving Threat

Attackers use a combination of techniques
Layer 4-7, Smart

Q’\ DDoS Impact

e

Applications &
Services

—————————————————————————————————————————

Volumetric, Brute Force
DDoS Impact
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DDoS Attacks Exposure

Financial
Services

)

Services

= Any organization can be the target of a DDoS attack

= Most affected industries: Public, Retail, and Financial Services * |Realtst

= Picture: Number of DDoS attacks by victim industry and
organization size (small is < 1,000 employees) =

“**Source Verizon 2015 DBIR
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INDUSTRY TOTAL SMALL LARGE UNKNOWN
Accommodation (72) 140 0 80 60
Administrative (56) 164 0 1 163
Agriculture (11) 0 0 0 0
Construction (23) 0 0 0 0
Educational (61) 10 0 0 10
Entertainment (7 1 0 0 1
ancial Services (52) 18 1 17 166
Healthca 3 1 13
Information (51) 72 16 8 48
Management (55) 2 0 1 1
Manufacturing (31-33) 157 2 22 133
Mining (21) 3 0 0 3
Other Services (81) 11 3 0 8
Professi 161 4 1 156
ublic (92) 435 0 245 190
0 0 0 0
etail (44-45) 207 1 3 203
Trade 6 0 0
Transportation (48-49) 0 0 3
Utilities (22) 0 0
Unknown 860 0 0 860
TOTAL 2,435 36 379 2,020




DDoS Attacks Motivations

DDoS Attack Motivations

25% @ 22% Criminals demonstrating DDoS attack capabilities
Enterprise to potential customers

respondents @ 19% Criminal extortion attempt
20% @ 17% Nihilism/vandalism
42 @ 17% Competitive rivalry between business organizations
3 @ 16% Political/ideological disputes
e 15%
S Nternar=amalis e
o
[}
5
o
E’\ 10%
é ® 11% Misconfiguration/accidental
506 @® 11% Financial market manipulation
0%

DDoS Attack Motivations

45% © 42% Criminals demonstrating DDoS attack capabilities
40% Service Provider @ 41% Online gaming-related
respondents @ 35% Criminal extortion attempt

35%

@ 31% Online gambling-related
® 31% Nihilism/vandalism
@ 30% Social networking-related

30%

25%

20%

@ 23% Flash crowds
@ 23% Competitive rivalry between business organizations

15%

Survey Respondents

10% @ 21% Inter-personal/inter-group rivalries

50 ® 21% Misconfiguration/accidental

® 19% Financial market manipulation

0% @ 9% Intra-criminal disputes
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DDoS Attacks Impacts

Short Term Service
Impact Degradation

Mid Term Impact APT

Long Term Loss of
Impact Reputation
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DDoS and the move to Cloud

SERVICE PROVIDERS

REPORTED ATTACKS

)
33% INFRASTRUCTURE
IN 2015

SOURCE: ARBOR NETWORKS 11TH ANNUAL WORLDWIDE INFRASTRUCTURE SECURITY REPORT

= Global cloud IP traffic will almost quadruple (3.7-fold) over the next 5 years. Overall,
cloud IP traffic will grow at a CAGR of 30 percent from 2015 to 2020 **

** Source Cisco Global Cloud Index: Forecast and Methodology, 2015-2020
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DDoS Attacks to SP and the Enterprise

ENTERPRISE & SERVICE PROVIDERS

OF ATTACKS REPORTED
BY ENTERPRISES WERE
VOLUMETRIC

OF ATTACKS REPORTED BY
SERVICE PROVIDERS WERE
VOLUMETRIC

SOURCE: ARBOR NETWORKS 11TH ANNUAL WORLDWIDE INFRASTRUCTURE SECURITY REPORT
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SERVICE PROVIDERS

91%

OF DATA CENTER
OPERATORS SAW

SATURATE INTERNET
CONNECTIVITY

SOURCE: ARBOR NETWORKS 11THANNUAL WORLDWIDE INFRASTRUCTURE SECURITY REPORT



DDoS Attacks in Cyprus — 2016 Sample Arbor
Data

Attack BPS Breakout Attacks PPS Breakout

1G to 2G
less than 500k
m2G to 5G
m 500k to 1M
5G to 10G
63% > 1M
m> 10G
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DDoS Attacks in Cyprus — 2016 Sample Arbor

Data

Attack Duraton in Hours

m B
\ less than 0.5

m05to1
1to3

Bl £ B
2%

Attack Duraton in Hours
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Type of attack

IP Fragmentation, UDP, chargen
Amplification

m |P Fragmentation, UDP, DNS
Amplification

IP Fragmentation, UDP, DNS
Amplification, chargen Amplification
= UDP, NTP Amplification
m UDP, SSDP Amplification

UbP

13



Stopping DDoS Attacks

Layered DDoS Attack Protection

0 Stop volumetric » Scrubbing Center e Ibntterillgen_t commltmlcatlon between
\=  attacks In-Cloud ‘ \. / both environments

L

Volumetric Attack

Application Attack

N

Your Data
J
The Internet YT\IU';(ISPKS) Centers/Internal
etwor ’ Networks
e Backed by continuous e Stop application layer DDoS attacks & other
7 threat intelligence = advanced threats; detect abnormal outbound

activity
Backed by Continuous Threat Intelligence

A Recommended Industry Best Practice:

s AR o Infonetics
IDC R 3 nferetic: [Srmms
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Arbor’s DDoS Protection Solution

THE INTERNET IN-CLOUD ON-PREMISE

ﬁg ; =0 A Cloud Signaling
W \ ¢ ~

Arbor deployment |n\“f-\ Arbor Cloud

majority of ISPs ——

-

Volumetric Attack . -

* L

ATLAS ——————— . > <=3

Application Attack/Malware

) ARBORSERT ’A

Security Engineering & Response Team

Target/Compromised
Hosts
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The Internet — Atlas

15 years of deployment in a majority
of world’s ISPs offer unique visibility
into global threats

Over 300 ISPs participating in ATLAS;
providing Global Visibility and Threat
Intelligence

ASERT is ateam of industry experts
who conduct threat research, help
customer mitigate DDoS attacks and
create ATLAS Intelligence Feeds

ATLAS & ASERT continuously arm all
Arbor products and services with
global threat intelligence ATLAS
Intelligence Feed allowing customers
to stay abreast of DDoS and advanced
threats

[ ]
Digital Attack Map Map  Galery  UnderstandingDDoS  FAQ  About EREJER

November 21 SRR Table Embed

€ [ATLAS _..eeenses? ATLAS
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? ATLAS i[“ - 2 ATLAS
® china
ATLAS VATLAS
1]
Bonchwidth (6 ATLAS
. -

ATLAS

Ees “We See Things Others Can’t”"*

ARBORSERT /ATLAS /A IF

Security Engineering & Response Team
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Worldwide Infrastructure é
Security, ReBBIE ASERT Threat Intelligence Bulletin }
Week Ending Thursday, August 27, 2015 g

Executive Summary ;
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Conclusion

DDoS Attacks may bring down any Service
Direct impact as loss of revenues, lower customers experience

Arbor Networks’ Solution guarantees Protection by:
Continuous traffic analysis and visibility: ATLAS, Digital Attack Map
AlF, ASERT network trend and application analysis

Automated Workflow for Mitigating all attacks on premises and cloud

Detection and Mitigation of full scope DDoS Attacks with High Accuracy

Shortest time to protect
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Thank You

abulletti@arbor.net
+39 3388661617
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