Next Generation Technology
at a glance

(Synchronized Security vs. Best-of-Breed)

<r-.ss George Kouimintzis
| —— = Sales Director NSS (Sophos VAD) SOPHOS




Product Portfolio

nNss

Affordable Cutting Edge

NETWORKING COMMUNICATIONS
ZAray CommuniGate
pepiink PATTON
nMOJ0 @ Globalsion.
SECURITY SYSTEMS
SOPHOS SES
mgm. logpoint
iDOSS PROXMOX

Seal path Jacarta



Sophos Snapshot

* Founded 1985 in Oxford, UK

* $534.9+ million in FY16 billings

* Solid cash EBITDA margin (20%+) and strong cash conversion
* 2,700 employees

* Over 200,000 customers

* 100+ million users

* 90%+ best in class renewal rates

* 20,000+ channel partners

* SophosLabs: one of world's leading threat research
laboratories

* “Channel first” go to market model

* Key OEM Partners: Cisco, IBM, Juniper, Citrix, Lenovo,
Rackspace

* History of organic and acquired growth

Sophos HQ, Abingdon, UK
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A Proven Market Leader
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Unique Balance Between Endpoint and Network
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https://www.sophos.com/en-us.aspx
http://www.google.co.uk/url?url=http://www.analystratings.net/stocks/NASDAQ/PANW/&rct=j&frm=1&q=&esrc=s&sa=U&ei=naQlVa_4BMS5sQGf34CIBw&ved=0CB4Q9QEwBA&sig2=Xr_sg--ZUvC10xKnWgoXIQ&usg=AFQjCNHXwbafVCBAU5UhmTV1hVFqCLSTNg

Synchronized Security Platform and Strategy

@ Admin | Manage All Sophos Products & Self Service | User Customizable Alerts 00 Partner | Management of Customer Installations

Sophos Central

In Clouda @ On Prem
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Cloud Intelligence

ij' Analytics | Analyze data across all of Sophos’ products to create simple, actionable insights and automatic resolutions

. . . URL Database | Malware Identities | File Look-up | Genotypes | Reputation | Behavioural Rules | APT Rules
@ SOphOS Labs | 24X7X365/ multl—contlnent operatlon | Apps | Anti-Spam | Data Control | SophosID | Patches | Vulnerabilities | Sandboxing | API Everywhere
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Why is Ransomware so effective?
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Root Cause of Infections despite Best-of-Breed Security

Office-Documentformats and PDFs are normally allowed
in E-Mail based communication

Security Controls do not work together or act as a system
Betreff: Offizielle Warnung vor Computervirus Locky

Advanced Malware
Professional Adversaries 4 I
Social Engineering

Offizielle Warnung vor Computervirus Locky

Aufgrund wiederholter Email mit Nachfragen wie man sich im Falle einer
Infektion mit dem Computervirus “Locky” zu verhalten hat, haben Wir uns dazu entschieden in Ko

mit Anti Virensoftware Herstellern einen Sicherheitsratgeber zu Verfligung
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Example Fantom Ransomware

Configuring critical Windows Updates

1% complete
Do not turn off your computer.
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Synchronized Security — Teamplay vs. Best-of-Breed

Next-Gen UTM @ Sophos
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Security Heartbeat
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Synchronized Security
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Security Heartbeat — Malware Infection

Remove Network Quarantine of Client
Keys

SOPHOS m



Security Heartbeat — Botnet C&C-Traffic detected

Remove Kill Process Network Quarantine of Client
Keys
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Demo

Ransomware
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Rechnung

Freigeben Ansicht
» Vertraulich
Mame
'Eﬂ test_00
] test 01
'Eﬂ test 02 5 14 Mare Anderun gsdaturmn Typ GroBke

] test 03 6 1
e W7 test 00 6 14:12 ich-Text-Format
) test_04 cog| Etest00 16 14:12 Rich-Text-Format

] test_05 6 14: | | test_0D.rtf hydracrypt_ID_F1EE3D30 21092016 14:12 HYDRACREYPT_ID...
] test 06 1| ] test 01 - 16 14:12 Rich-Text
,@J‘ test 07 614 | | test 01.ntf.hydracrypt_ID_F1EESD30 2 1412
@ test 02
| | test_02.rtf.hydracrypt_ID_F1EE3D30
8 Elemente ] test_02.rtf.hydracrypttmp_ID_FIEE3D30 Sophos Endpoint
] test_03 Ransomware blockiert in
] test_04 CUsers\admin SOPHOS\Desktop\prog\Soyf

Freigeben Ansicht

» Vertraulich Vertraulich...

b 4

] test 05

12 Elermente

SafeGuard hat lhre Dateie gesichert.
Ihr Computer kdnnt eventuell unsicher
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(#) HTTP access denied x

< C | @ www.heise.de
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SOoOPHOS

0 Blocked request: Sophos Security Heartbeat

Your network SOPHOS KDntrD“ZE‘ntrum ? Protokollbetrachter

Flease conlz SFVUNL (SFOS 16.01.0
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SOPHOS Details zur Ursachenanalyse Hilfe »  michael veit ~

CENTRAL ] Ursachenanalyse
Admin

Alarme
Angezeigt werden:
Protokolle & Berichte

Ursachenanalyse

c\usersiadmin.sophos\desktop\prog\sophostester exe

Personen ® =
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Computer
Mobile Gerate
Server
Firewalls
WLAN

Posteingdnge

Richtlinien

Cuetemainstallimnen
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SOPHOS

Alle Ereignisse

Ereignisse Einstellungen

Alle Ereignisse Ereignisse aktualisieren

29.09,2016 12:45:04 Bedrohung entfernt

o 29.09.2016 12:41:15 Ransomware blockiert in C:\Usersiadmin. SOPHOS \Desktopmalware.exe

SOPHOS

SOPHOS Kontrollzentrum

XG Firewall SEVUNL (SFOS 16.01.0

System Datenverkehr
Aktuelle Aktivitdten
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Synchronized Security — Teamplay vs. Best-of-Breed

Next-Gen UTM @ Sophos
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Synchronized Security by Sophos

Best-of-Breed will be replaced by Security as a System

Intercommunication of Network-, Endpoint- and
Encryption Controls are mandatory

Detection of Advanced Threats (e.g. Exploit techniques)
ldentification of compromised assets in realtime
Automation of Incident Response and Remediation

Security Analytics (attack path, trajectories and lateral
movement)
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SOPHOS

Security made simple.
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